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Introduction 
 
I recently acquired an MXI Stealth MXP 1GB secure flash drive.  This is a hardware-
encrypted USB memory stick with a biometric finger print reader.  This looks like a 
pretty solid unit with good security features for storing sensitive documents.  However, as 
I was setting up my new device, I discovered some potentially serious security 
vulnerabilities. 
 

  MXI Stealth MXP 1GB 
 
 
 
“Read Only” Partition 
 
When I first plugged my MXI Stealth MXP into my Windows computer I found that it 
mounts a removable hard drive partition onto the system.  On that partition is an 
autorun.inf, which instructs Windows to run the MXI ACCESS software, which is the 
software that allows you to initialize the device, and enter your password to unlock the 
secure disk partition where your files are stored. 
 
I thought it was a bit strange that this initial partition mounts as a readable and writable 
disk.  Other products from competitive vendors typically mount this partition as a CD-
ROM, which is readable only.  I began to get concerned that the ACCESS software on 
the device could be tampered with, or that malware could be installed onto the initial 
partition.  This could cause a serious security compromise, as it could infect a company 
or government network as soon as the device is plugged in, without ever even entering a 
user’s password. 
 
To test this, I copied a small file onto the initial partition on a Windows XP computer.  
To my horror, the file copied onto the partition.  Strangely though, larger files cannot be 
copied onto the “Read Only” partition.  When I unplug the device and re-plug it back into 
the computer however, the small file that I copied onto the “Read Only” partition was 
gone.  This seems to indicate to me that the MXI device is actually preventing files from 



being written to the “Read Only” partition, but that the Windows file system is doing 
some caching.  Re-testing this on Windows Vista produces an error dialog indicating that 
files written to the “Read Only” partition will be lost when the device is disconnected.  
So far so good, as a hacker would not be able to tamper with the ACCESS software, and 
malware wouldn’t be able to load a persistent hostile autorun.inf file.  Or so I thought. 
 
Security Vulnerabilities and Updates 
 
Upon unpacking, I discovered that the device didn’t have Macintosh support on board.  
You have to download an update from the MXI website (www.mxisecurity.com).  I 
downloaded the update which upgrades the device to MXI ACCESS version 7.1.  
According to the website, this gives: 
 
New features in ACCESS 7.1: Mac OSX support; Configurable data 
destruction on failed authentication; Password usage and structure 
policies; Ability to disable the Administrative account; UI 
improvements. This version includes the patch for security bulletin 
MXI06-001. 
 
The last line of the update gave me a bit of cause for concern, so I looked up what the 
patch is for security bulletin MXI06-001.  According to the company’s support FAQ 
section, Security Bulletin: MXI06-001 is: 
 
Setting the password “Re-use threshold” policy to a non-zero value 
could allow off-line brute force attacks on a user’s current and 
historic device passwords. 
 
The password re-use threshold is a policy to prevent users from using a 
previous password for at least a specified number of changed passwords. 
When set to a positive value, the MXI ACCESS, and ACCESS Enterprise 
Client software incorrectly manages a hashed password history list 
allowing attackers to execute an off-line attack on the hashes to guess 
a password in the list. 
Affected Software 

- ACCESS Enterprise v2.3 
- ACCESS Enterprise v2.4 
- ACCESS Enterprise v3.0 
- ACCESS Enterprise v3.1 
- MXI ACCESS v7.1 

Fix   A fix is available in the form of a hotfix for ACCESS Enterprise 
v3.1 and an updated version of MXI ACCESS v7.1. Click here to access 
the Downloads page and download the hotfix 

Recommendations  Customers who have ACCESS Enterprise should upgrade to 
ACCESS Enterprise v3.1 and apply the Hotfix and distribute a software 
update package to devices in the field. Administrators for ACCESS 
Enterprise are advised to only use a re-use threshold of zero until 



they have applied the hotfix. Users of MXI ACCESS are advised to only 
use a re-use threshold of zero until they have applied the hotfix. 

Acknowledgments  MXI Security thanks Objectif Sécurité SA for reporting 
the issue. 

 
Looking into this further, I found a report from Heise Security, which details the 
vulnerability described in Security Bulletin MXI06-001.  The full text of that report can 
be found here: 
 
http://www.heise-online.co.uk/security/USB-stick-with-hardware-AES-encryption-has-
been-cracked--/features/111194 
 
 
Updating The “Read Only” Partition 
 
Once I downloaded the software update to add Mac OSX support to my new MXI Stealth 
MXP, I unzipped the file.  Here is the list of contents that I found 
 

 
 
So there is the SWUpdate.exe file that I need to run on my Windows computer to update 
the device to add the Macintosh support.  Inside the “ReadOnlyImage” folder is the 
updated ACCESS software.   
 

 
 
Now, to prevent malware from infecting the “Read Only” partition, I assumed that the 
updated ReadOnlyImage must be digitally signed and hashed to prevent tampering.  
Otherwise hackers or malware could employ the same USB pass-through commands as 
the SWUpdate.exe program, and modify the “Read Only” partition. 



 
So I took a look at the SWUpdate.exe.manifest file, which I assumed would contain a list 
of all the permitted files in the ReadOnlyImage folder, a SHA-256 hash of each of those 
files, and that the entire manifest would be digitally signed with an RSA 2048-bit digital 
signature, to prevent the manifest itself from being tampered with.  Unfortunately, that’s 
not what’s inside the manifest file.  I opened it with a text editor and here are the 
contents: 
 

 
 
 
 
 
The manifest doesn’t even refer to the ReadOnlyImage directory, and there are no hashes 
or digital signatures to be found.   
 
This got me to thinking that perhaps the SWUpdate.exe updater doesn’t even check if the 
files that it’s updating to the device are correct.  In fact, how can the device’s firmware 
check the validity of the files without this type of information? 



 
So I decided to add a couple of files into the ReadOnlyImage folder, and see if I could 
successfully update the device with the modified ReadOnlyImage.  To simulate the threat 
of malware infecting the “Read Only” partition of the device, I added some information 
regarding the recent Agent.btz worm, which is spread by USB removable media devices.  
Agent.btz infected government and military computers and networks around the world in 
December 2008. 
 

 
 
 
I ran the SWupdate.exe program.  It asked for the location of the ReadOnlyImage, which 
I selected.  Then I hit the Update button.   
 

 
 
Two minutes later, my device’s “Read Only” partition had been updated, and the device 
now included my new malware analysis files.  This is a pretty serious security 
vulnerability, as it means that malware or hackers can add their own autorun.inf files onto 



the “Read Only” partition of a device, and that malware will run when the device is 
plugged into a Windows computer. 
 

 
 
Digging Deeper 
 
This surprising security hole made me curious about the deeper contents of the 
ReadOnlyImage and how the ACCESS software works.  Looking into the “MXI 
ACCESS” and “Common” folders shows that the application’s user interface and logic is 
actually all coded in JavaScript.  This undoubtedly makes the application easier to port 
from Windows to Mac OSX.  But it seems to open up a whole host of security 
vulnerabilities.   
 



 
 
Firstly, all the JavaScript source code is available in plaintext, making it trivially easy for 
a hacker to understand the logic flow and to look for new vulnerabilities, or ways to 
create targeted malware that is designed to attack users of the MXI Stealth MXP device.  
As an example, I opened the file SetPassword.js, and I can see where temporary copies of 
the user’s password are kept around in application memory for later use: 
 



 
 
 
However, the most disturbing thing would be for an attacker to modify the JavaScript 
sources to add malicious functionality.  For example, the JavaScript ACCESS application 
could be modified to send a user’s device password over the Internet to a remote attacker 
when the user unlocks their device.  Worse still, the application could be modified to 
send private files from the unlocked device over the Internet to a remote attacker.  
Finally, it would also be possible for a modified application to install sophisticated 
Trojans and crimeware on the user’s computer.   
 



Untrusted Supply Chain 
 
A recent development in the global security market is the emerging requirement for 
trusted supply chains.  In the last year the FBI has investigated fake Cisco routers being 
manufactured by Chinese clone outfits.  There are also concerns around back-doors and 
kill-switches being added into products during their manufacture, unbeknownst to the 
vendor.   
 
A concern that I have with the MXI Stealth MXP allowing any software or files to be 
written to their “Read Only” partition is that there is no way to assure a secure supply 
chain from the factory to the customer.  If an attacker were to work at a reseller, 
distributor or even at a package delivery service, they could modify the device software 
before it ever reached the customer.  I was able to modify the software on my device’s 
“Read Only” partition, and I had never even set up the device.  I could simply put it back 
in its package, and deliver it to a customer as a brand-new device. 
 
Trojan Devices 
 
A real world vulnerability that must be considered is that of Trojan devices.  The attack 
goes like this:  infect a USB flash drive with a self-installing Trojan that gives an attacker 
remote access into a company or government network once it’s installed on an internal 
computer.  Then leave these drives in the parking lot of the company or agency that you 
wish to attack.  Inevitably, some well meaning employee will find an infected device, and 
will insert it into the USB port of an internal computer, thus compromising internal 
security controls. 
 
Steve Stasiukonis of Secure Network Technologies Inc. did exactly that in the parking lot 
of a credit union where his firm had been hired to perform a security audit.  Of 20 
infected USB flash drives that they planted in the company parking lot, 15 of them had 
been found and plugged into internal credit union computers within 3 days. 
 
http://www.darkreading.com/security/perimeter/showArticle.jhtml?articleID=208803634 
 
This attack vector has been seen in the wild in London UK, where infected USB flash 
drives were used to collect online banking usernames and passwords of consumers who 
found the devices on trains and in taxis. 
 
http://www.coolest-gadgets.com/20070426/trojan-usb-flash-collects-banking-data/ 
 
If an enterprise or government agency were to standardize on the current version of the 
MXI Stealth MXP device, they would still be vulnerable to Trojan devices.  An attacker 
or disgruntled former employee could infect the “Read Only” partition of the device with 
Trojan malware, and leave the device in a parking lot, or even give it to the front desk 
receptionist claiming it was found in the parking lot.  Once an employee or even internal 
IT security administrator plugged the device in, or ran a modified version of the 
ACCCESS software, their computer would be infected. 



 
Summary 
 
The MXI Security Stealth MXP device is a hardware-encrypted USB flash drive with 
biometric finger print reader and embedded PKI capabilities.  It has the potential to be a 
solid product, but the ability for malware or hackers to load untrusted software or 
malware onto the “Read Only” partition is a serious security concern.   
 
This vulnerability, combined with the easily modified software written in JavaScript, 
indicates that the company should be putting more thought into the latest threat models of 
targeted malware, serious cyber-criminal gangs and nation states targeting enterprises and 
government agencies. 
 
This is the second serious vulnerability in less than six months with this device (see MXI 
Security Bulletin MXI06-001). 
 
 
 
 


